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Enterprise security made easy

Relying solely on password security puts 	
enterprise data at risk 
Catastrophic security breaches top world headlines 
every day, and for good reason. A single corporate 
security breach costs an average of $3.86M1, and 81% 
of breaches are caused by stolen or weak passwords.2 
As a result, IT organizations cannot rely exclusively on 
passwords to protect access to corporate data. Adopting 
stronger employee and customer authentication is 
essential to avoiding risk and becoming the next target.

Enable a passwordless future
The YubiKey for RSA SecurID Access is a hardware-based 
FIDO authentication solution that provides superior de-
fense against phishing, eliminates account takeovers, and 
reduces IT costs. Combined with best-in-class credential 
management and enterprise-grade security, the YubiKey 
for RSA SecurID Access streamlines authentication, and 
paves the way to a passwordless future.

Prevent man-in-the-middle attacks and  
eliminate account takeovers 

Software on a computer or phone is vulnerable to malware 
and hackers. The YubiKey for RSA SecurID Access is 
based on hardware with the authentication secret stored 
on a separate secure chip built into the key, with no con-
nection to the internet so it cannot be copied or stolen.

Additionally, centralized servers with stored credentials 
can be breached. With this solution, the data is encrypted 
with strong public key cryptography where only the public 
key is stored on the RSA SecurID Access service, elimi-
nating risks.

Reduce IT costs
Dramatically reduce the number one IT support cost— pass-
word resets — by minimizing dependency on passwords 
and simplifying credential lifecycle management to reduce 
complexity and costs for administrators.

By switching to YubiKeys, Google saw the following 
results.3 

●	 4x faster logins 

●  92% fewer IT support calls

●  Zero account takeovers 

Easy to use, fast, and reliable
Users will enjoy a frictionless and consistent experience 
across applications and can start using the YubiKey 
for RSA SecurID Access in minutes, with a quick PIN 
setup and registration process. The solution simplifies 
self-service and emergency access to increase user 
productivity. And it is reliable, always-on and accessible, 
because it’s water resistant, crush resistant, and does not 
require network connectivity.

Easy to deploy
IT can deploy YubiKey for RSA SecurID Access in days, not 
months. SaaS deployment makes it easy and cost-effective 
for new and existing customers to take advantage of the RSA 
Identity Assurance platform, which acts as a single source for 
managing all users and credentials.

YubiKeys  
deployed in:

YubiKey 5 NFC

1 2018 Cost of Data Breach Study, Ponemon Institute Research Report    2 2017 Data Breach Investigations Report 10th Edition, Verizon  3 Security Keys: Practical Cryptographic Second Factors for the Modern Web, Google Inc.
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Enterprise-grade security and identity 		
assurance for dynamic workforces   
The YubiKey for RSA SecurID Access brings best-of- 
breed modern authentication, risk-based access manage-
ment, and credential lifecycle management together in a 
powerful solution. It goes beyond traditional multi-factor 
authentication by using identity insights, threat intelli-
gence, and business context.

●	 Conditional access and risk-based authentication—
Simplify policy and decision making, and mitigate ad-
vanced threats with invisible layers of protection. Easily 
set up authentication policies that are intuitively based 
on low to high levels of risk. Leverage the risk engine– 
which uses machine-learning algorithms and takes 
into consideration information about the user’s access, 
device, applications and behavior – for assurance that 
users are who they claim to be.

●	 Enterprise-grade credential lifecycle management—De-
crease risks and reduce IT time and costs with simplified 
and secure enrollment, self-service and emergency access, 
and workflow integration.

●	 Complete coverage with a consistent user experi- 
ence—Provide dynamic workforces with a frictionless 
and consistent user experience across applications. 

The YubiKey for RSA SecurID Access security 
key delivers expanded authentication options   
●	 Strong Two Factor—Password + Authenticator: Adds a 

second factor for secure two factor authentication.

●	 Strong Multi-Factor—Passwordless + PIN: Combines 
authentication with a PIN, to reduce friction with a 
simple and secure experience for remote users to 
access business-critical resources.

The YubiKey for RSA SecurID Access delivers 
strong authentication at scale
With multi-protocol support and cloud authentication, the 
YubiKey for RSA SecurID Access can scale to support en-
terprise needs and streamline authentication management 
for existing and future systems.

●	 Authentication and cryptographic protocols supported 
include FIDO Universal 2nd Factor (U2F), WebAuthn/
FIDO2, Personal Identity Verification-compatible (PIV) 
Smart Card, and OpenPGP smart card. 

●	 Works across major operating systems including 
Windows, macOS, iOS, Android, and Linux, as well as 
leading browsers. 

●	 Available in a form factor that enables users to connect 
via USB or NFC. 

●	 Includes award-winning authentication and an Identity 
Assurance platform to address enterprise security 
requirements.  

Backed by trusted authentication leaders 
Yubico is the principal inventor of the WebAuthn/FIDO2 and 
U2F authentication standards adopted by the FIDO alliance 
and is the first company to produce the U2F security key and 
a multi-protocol FIDO2 authenticator.

RSA has led the authentication industry since its inception 
and continues to be a leader in multi-factor authentication 
today. RSA is a FIDO board member and its RSA SecurID 
Access products are U2F and FIDO2 certified.

WATER RESISTANT CRUSH RESISTANT MADE IN US & SWEDEN

About Yubico Yubico sets new global standards for easy and secure access 
to computers, servers, and Internet accounts. Founded in 2007, Yubico is 
privately held with offices in Australia, Germany, Singapore, Sweden, UK, and 
USA. Learn more about YubiKey for RSA SecurID Access at 
www.yubico.com/rsa

About RSA RSA offers business-driven security solutions that
provide organizations with a unified approach to managing
digital risk that hinges on integrated visibility, automated
insights and coordinated actions. Learn more at
www.rsa.com/start

Proven, easy-to-use security that’s trusted by the world’s 	
leading companies
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 Identities Managed
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