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Limited resources
Too many
products Too many alerts Lack of processes Speed Costs

Å Shortageof security 
professionals

Å Different product UIs
Å Productswithout 

orchestration

Å Security teams 
struggling to know 
which alert to analyze

Å Manyalerts left unread

Å Ormany complex 
manual playbooks

Å MTTDand MTTR must 
improve

Å Costscontinue to 
increase

Security Operations Problems



Limited resources
Toomany 
products Too many alerts Lack of processes Speed Costs

Å Automate repetitive 
tasks

Å More time for deeper 
analysis and threat 
hunting

Å EnergySOAR
orchestrates workflows 
and response across 
security products

Å Clearmajority of alerts Å Case templates
Å Tasks
Å Automatic workflow

Å Orchestration and 
automation reduce
time

Å EnergySOARsaves your 
team time and costs

How Energy SOAR solves security operations problems



Alert 
management

Case 
management

CollaborationOrchestration

Automation

Dashboards

ENERGY SOAR



ÅVirusTotal: analyze file, URL, hash, domain, IP

ÅMaxMind: geolocate an IP

ÅYARA: check file against YARA rules

ÅCuckoo: sandbox (file, URL)

ÅANY.RUN: sandbox (file, URL)

ÅThreat Intelligence: e.g. MISP

ÅGoogleSafebrowsing: check URL

Orchestration - analysis



ÅCreate ticket in external system

ÅQuarantine host via EDR

ÅBlock IP using firewall or agent

ÅProxy: block domain

ÅGateway: add e-mail to blacklist

Orchestration - response



ÅSOC receives suspicious e-mail from concerned employee as a file attachement (.msg)

ÅAnalyst:

ÅTags the e-mail with his category (username in AD and EnergySOAR)

ÅDrags and drops e-mail to the folder SOAR (only e-mail in the folder SOAR will create a case)

ÅScheduled task monitors the folder and creates case

Microsoft Exchange ςcreate cases automatically

e-mail subject -> case title

category -> case assignee



Å .msg file is converted to do .eml

ÅAttachment and e-mail details are extracted:

Åattachment.pdf

Åsender

Å receiver

Åsubject

Åheaders

Microsoft Exchange ςattachments handling



Demo



Organisations

ÅOrganisations

ÅYou can create many organisations

ÅYou can link organisations to share cases

ÅUsers

ÅRoles

ÅPermissions

ÅAD/LDAP



Architecture

SIEM 
(e.g. EnergyLogserver, 

Splunk, QRadar, 
Elasticsearch

E-mail

Tracking system
(e.g. Jira)

Other
(e.g. FireEye)

Private

ExternalShared

Analyzers

Sandbox

Responders

Notifications

Cloud SIEM 
e.g. Microsoft Sentinel



Energy Logserver alert



Automation

Enrichment, IOC validation, sandbox, information gathering

Ticketing

Notification and escalation

Response

Threat 

Hunting

ÅWhat automation tasks should we look at first?

ÅRepetitive tasks

ÅEvents that are happening frequently

Å Incidents that require many actions using different tools

ÅStart with contextualization and information gathering,

than deeper dive into responses



Security Operations

No process in place

Manual
workflow

Targeted orchestration 
of investigation 

workflow

Automated 
thread qualification, 

investigation 
and response process

Level 0 Level 1 Level 2 Level 3



The benefits

Visibility - single pane of glass

Non-stop operation (7x24)

Improved time to respond

Freed up human resources for higher value-addedtasks

Eliminating viariations in processing



THANK YOU

sales@energysoar.com

energysoar.com


